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OWASP Top 10 Application Security Audit

The Open Web Application Security Project is a 501(c)3 worldwide organization focused on
improving the security of software. OWASP maintains a Top 10 List that outlines the most critical

web application security flaws. The list follows, along with commentary from Imaginary Landscape.

Security Risk Description: Injection

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter

as part of a command or query. The attacker’s hostile data can trick the interpreter into executing unintended
commands or accessing data without proper authorization.
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2. Review the underlying task for each instance
3. Transfer the task into the ORM

Security Risk: Cross-Site Scripting (XSS)

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter

as part of a command or query. The attacker’s hostile data can trick the interpreter into executing unintended
commands or accessing data without proper authorization.

Confidential ©Imaginary Landscape, LLC. All rights reserved. Page 1 of 51



